Request for City Council Committee Action
from the Information Technology Department

Date June 11, 2013
To: The Honorable Betsy Hodges, Chair, Ways and Means Committee
Subiject: Execute Contract with Aercor Wireless, Inc.

Recommendation: Authorize proper City officials to execute a contract with Aercor
Wireless, Inc. to expire on December 31, 2015 for a not-to-exceed
amount of $250,000 for licensing, support and maintenance of the
NetMotion and the 2FA dual authentication solutions.

Prepared by Robert Arko, Contract Administrator, 673-3984
Submitted by Otto Doll , 673-3633
Chief Information Officer
Approved by Paul Aasen
City Coordinator
Presenter in Committee Otto Doll
Policy Review Group X___ Not Applicable
Permanent Review Committee (PRC) X___ Pending Approval

Prior Related Directives: None

Financial Impact: None. No additional appropriation is required.

Financial Impact (Check those that apply)
_X_ No financial impact (If checked, go directly to Background/Supporting Information
__Action requires an appropriation increase to the Capital Budget
____Action requires an appropriation increase to the Operating Budget
____Action provides increased revenue for appropriation increase
___Action requires use of contingency or reserves
____ Other financial impact (Explain):
X__Request provided to department’s finance contact prior to the Committee Coordinator




Background/Supporting Information

Changes to the Criminal Justice Information Services (CJIS) Security Policy state that
dual authentication for devices accessing CJIS systems must be in place by October 1,
2013. Failure to comply with the policy changes may result in the termination of mobile
device access to federal systems and Police’s CAPRS RMS system.

IT has reviewed the 2FA dual authentication solution provided by Aercor Wireless, Inc.
and has determined that its infrastructure and information security measures meet both
the federal and IT’s architectural requirements. The 2FA solution integrates with the
City’s current NetMotion VPN product that supports secure access of the mobile data
computers in the Police squad cars to the City network. The NetMotion VPN product is
also supplied by Aercor Wireless, Inc.

Request for Approval

IT requests approval to authorize proper City officials to execute a contract with Aercor
Wireless, Inc. to expire on December 31, 2015 for a not-to-exceed amount of $250,000
for licensing, support and maintenance of the NetMotion and the 2FA dual
authentication solutions.

The costs for the contract are covered within Police’s existing budget. No additional
appropriation is required.



